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Abstract

The use of Deep Packet Inspection technology has been the focus of a growing amount of scholarly
work due to its impact on sensitive policy issues. In this paper we look at the use of DPI for throttling
or blocking peer to peer protocols by 288 broadband operators overthreeyears, and correlate this
with economic and political variables. Our empirical data shows that as of 2011, half of the studied
ISPs are actively using DPl in their networks, although to varying degrees. We examine the role of
seven economicand political drivers of DPI technology based on typical use-cases: bandwidth
scarcity, network security, competition, surveillance, privacy protections, censorship and the strength
of copyright industries. Performing bivariate analysis, we find that a few of these drivers are
significantly correlated with the use of DPI.



1. Introduction

Deep Packet Inspection, atechnology that enables Internet Service Providers to inspectinreal time
the contents of network trafficand use thisinformation for routing decisions or data collection, has
beenthe subject of heated policy debates. Traditionally, ISPs have been understood as “bit pipes” or
“neutral conduits”, passing Internet packets toand fromtheir customersto the rest of the Internet
irrespective of the contents of the packets. In reality, ISPs have always done more than being passive
bit pipes, but Deep packetinspection (DPI) is nevertheless a more radical break from this model. It
allows ISPs to throttle, prioritize or block certain types of trafficin real-time. Insightinto the
contents of trafficalso allows more detailed profiling of users. These abilities change the traditional
role and power of ISPs and can potentially disrupt Internet Governance. DPl impacts several
sensitive policy issues, including network neutrality (Mueller and Asghari 2012), control of
copyrighted material (Mueller, Kuehn, and Santoso 2012), security, censorship (Wagner 2012),
privacy and intermediary liability.

This paperwishestoadd empirical substance to this debate. This will be done by first briefly taking a
look at the actual usage patterns of DPI| by broadband operators across 75 countries for 2009-2011.
The second stepis to look at the driving forces behind DPl adoption. Given that DPltechnology
nowadays is capable of handling network loads of even the largest operators, the choice to deploy
DPlis now driven by the market and political forces thatan ISP faces, rather than by technical
limitations. The incentives of ISPs play asignificantrole in the decision to use DPI - as they are the
actors that need to eventually deploy the technology. Forexample, akey incentive to use DPI that
many operators have openly acknowledged is bandwidth constraints. Anotherincentive is new
revenue generation, illustrated by the intention of KPN Netherlands to charge customers fees for
messages sentviathe free WhatsApp messaging service (Preuschat 2011)." These incentives are
balanced by otherincentives, such as the need to maintain good reputation among customers. We
call such incentives “marketdrivers”. They are limited, or encouraged, by legal requirements and
pressuresfrom otheractors that are following theirown agendas - “political drivers”. By combining
the Glasnost data with data on ISPs and theirenvironment, the papercan test whethercertain
market and political drivers of DPI mentioned in the literature are supported by empirical evidence.
The initial ambition of this paperinvolved a third step to compare the relative importance of these
drivers and determine which set has the strongest effect. We do touch upon this question, but will
have to leave most of the exploration for future work.

The opportunity for this empirical work comes from a crowd-sourced test named Glasnost
(Dischingeretal.2010). Glasnost probes a user’s Internet connection forsigns of DPI deployment. It
has already beenrunseveral hundred thousands of times by people all across the world. Using the
recorded testslogs, we develop a “DPlscore” for each Internet service provider. The stepsinvolved
indeveloping the DPI scores are outlined in the methodology section of this paper, building on our
earlierwork. This paper predominantly focuses on using the calculated DPI scores to study the issues
outlinedabove.

" The planwas abandoned after the intervention of the Dutch Parliament.
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2. Research Focus

We assume thatthe readerhas a basic familiaritywith the Deep Packet Inspection technology. DPlis
alabelfora collection of applications that detect and shape live trafficon a network. DPl recognizes
patternsinand across TCP/IP packets, a data format standardized fortransmitting information over
an electronicnetwork. The primary technical capability underlying DPlis the ability to recognize. DPI
has been developed to detect, forexample, applications, protocols, media content, viruses or datain
a specificformat, such as credit card numbers. Recognition supports two further capabilities:
manipulation and notification. Manipulationis the ability to act on the detection, forexample, by
blocking, prioritizing or de-prioritizing, or otherwise regulate the flow of certain traffic. Notification
concerns actions around the information that can be extracted from detection, forexample,
generatingreports, alarms or billingincidents (Mueller 2011).

Thisresearch usesthe Glasnost tests to measure the actual adoption of DPI by ISPs worldwide, and
inempirically testing forces could that explain this adoption. The following research questions will be
answered:

1. To what extentisDPlinactive use by broadband ISPs* worldwide and how does this use
evolve overtime?

2. Which of the various economicand political drivers of DPI mentioned inthe literature can be
observedto have a significant correlation with the use of DPI?

The main contribution of this paperisinits attemptto answerthe second research question. Asfar
as we know, the hypothesized relationships have notyet been tested quantitatively on a global level.

3. Methodology

Answeringthe research questions involves the following general steps: (1) developinga DPI score for
each ISP and country; (2) buildinga conceptual model with DPIscore as a dependentvariableand
the drivers as independent variables; (3) Running statistical tests to identify relationships between
the dependentandindependentvariables.

3.1 Measuring DPluse by operators
The raw data for measuring DPl use comes from a web-based test named Glasnost®, developed by

Dischingeretal.(2010). By running Glasnost, an interested user can determinewhetheror not her
ISP is slowing down or blocking certain categories of Internet traffic, mostimportantlyBitTorrent—a
protocol used often forthe exchange of mediafiles on peer-to-peer networks. Using several
upstream and downstream flows, Glasnost determines whether limitations are beingimposed using
traditional “port-based” methods, using Deep Packet Inspection, or not at all.

Glasnostis hosted by M-Lab, a research platform sponsored by several partiesincluding Google.
Accessto the testlogsare provided forfree, although several stages of processing are required to
make it usable for statistical work.

2 Our definition ofa broadband ISP is a network operator offering Internet access via cable, DSL, WiMax or
fibre-to-the-home to retail customers.

? http://broadband.mpi-sws.ora/transparen cy/bttest-mlab.php
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Using the testlogsturns out to be a ratherlaborious process. The Glasnost test logs record the
underlying TCP-flow measurements for each test, but do not record the actual results (verdict of
whetherDPlis presentornot) shownto the user after the testfinishes. The logs needto be
processed and analysed to obtain this verdict. This process is complicated by alarge number of
aborted tests, the presence of noisy measurements, and changes to the Glasnostserver
configuration overtime regarding the test parameters. Italso involves anumber of corner cases with
the results not always being clear-cut. The interested readeris referred to Asghari etal. (2012) for a
detailed account.

After cleaning and processing the logs, we were left with approximately 262,000 “tests with
verdicts” —logs that tell whether DPIl based throttling was present or not — spanning from February
2009 till December2011.

Each test has to be mapped to the operator and country of the host that ran it. The testlogs contain
only the IP address of the user; using GeolP and ASN lookups, the country and “autonomous system’
of the host can be determined. Autonomous Systems are connected groups of IP prefixesrunbya
particular operator. Determining the actual market entity responsibleforan Autonomous System

7

(AS) is not straight forward. Through a manual and labour-intensive procedure, the WHOIS entries
for each AS were consulted and matched to market data purchased from TeleGeography.”

A DPlscore foreach operatoris then created by dividingthe number of testsindicating DPI use by
the total number of tests run from that operator’s network. We calculate separate scores for each
year. To increase sample validity, and reduce the effects of false positives and negatives, we only
include operators that have tests run from at least five different IP addresses on five separate days.
The calculated score is a percentage. Takinginto account a certain level of noise, we assume that a
score under 9% indicates the absence of DPI.” Scores above 40% indicate very high use of DPI.
Scoresin between pointtothe use of DPI for throttling BitTorrent only at certain times or forcertain
customers.

Table 1 and 2 provide asummary of the number of logs processed and the number of observations
inour final dataset.

*In many cases,one ASN maps perfectly to one Operator. But insome cases, multiple ASNs are_aggregated
under one operator. (Extreme cases include RosTelecom, Comcast and AT&T Roadrunner, for which 10 or
more ASNs belong to one operator.) In these cases, the data in these ASNs are combined. The oppositecase
also exists:somecompanies,such as UPC shareone ASN across Europe (e.g. see AS6830), where in factper
country they have a different legal entity. For these cases, we splitup the ASN over each country, and
consequently mapped eachsectionto their respective companies. Afinal complication arises when companies
merge, resultinginautonomous systems changing owner, or consolidating.

> Event after throwing out noisytests, Glasnost tests still havea measurement errors that can be as high as
16% (MPI 2011). Pleasesee footnote 22 of the findings section for more details.
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Table 1 — Counts of all Glasnost tests logs and those that have verdicts

Year Glasnost # aborted or # noisy tests Tests w. verdicts Tests w. verdicts
test logs corrupt logs (all countries) (select countries & ASNs)
2009 355,685 180,419 21,935 153,331 120,529
2010 203,232 114,721 17,884 70,627 55,882
2011 163,718 114,829 10,901 37,988 29,608
Total 722,635 409,969 50,720 261,946 206,019

Table 2 - Count of observations in final dataset

Country count ASN count Operator count Years Total num. of
_ _ _ observations
75 selected 694 selected 288 2009-2011 787

‘ (out of 207 in data) (out of 8356 in data)

The number of countries usedin this research has had to be limited tothose thathad (a) a sufficient
number of Glasnost tests run fromthem, and (b) market data available. This makes 75 countries, a
luckily diversesetthatincludes all OECD member states, the BRIC economies, and several countries
from Eastern Europe, the Middle East, South-East Asiaand Latin America. (The full listis presented in
Section4.)

Although DPI can have many different use cases, the metricwe have capturesjust the use of DPIfor
P2P trafficmanagement—alimitation imposed on us by the underlying data. While this limitation
needsto be takenintoaccount in interpretingthe results, we believe thatit provides avalid proxy
for the wider use of DPI, including other use cases. Earlier research, forexample by the Body of
European Regulators of ElectronicCommunications (2012), has found that trafficmanagementis the
#1 application of DPI. And even when DPlis deployed for otheruses cases, itis often also used for
bandwidth monitoring. Thisis one explanation for observing correlations between different political
forcesand the DPI score, as we will seein the Section 4.

3.2 Explaining DPIuse by ISPs

In this section we will build a conceptual model of what influences an ISP’s decision of whetheror
not to deploy DPI. This model will serve as the basis for choosingindependentvariables. The
presented modelis theoretical, bringing togetherthe existing literature and anecdotal evidence.

Implementation of DPlis not without costs. These costsinclude DPlequipment purchasing costs,
operational costs, and possiblereputational and legal risks involved with using DPI, given that the
technology has certain privacy and fairness implications. Our model assumesthatISPs are
economically rational actors which only deploy such atechnology if the economicgains fromits
deployment outweigh the costs, orif the deploymentis mandated by the state or the courts, or
both. In all these situations, eitherthe ISPs or the mandating parties have certain use casesin mind.
A good starting pointfor building our model is thusto look at the different use cases of DPI.

Afteran extensive review of the literature, Bendrath (2009) identifies the following key functions:

e Networksecurity: blocking malware and other dangerous trafficfrom reaching customers
and service centres
e Bandwidth management: dealing with bandwidth scarcity; routing optimizations

e GovernmentSurveillance: real-time monitoring of the Internet; lawful interception




e Contentregulation: mandatory censorship of content considered athreat to the state or the
public

e Copyrightenforcement: push by the contentindustry forISPsto detectand block the
exchange of copyrighted content on peer-to-peer networks

e Ad-injection: analysis of trafficof consumers by ISPs and subsequently injecting adsinto
websites visited by those consumers

Based on the above uses cases, we can hypothesize anumber of relations to exist. These willbe now
discussed and are grouped togetherin Table 3.

H1: Bandwidth scarcity coupled with high costs for bandwidth will drive ISPs towards the use of
DPI. The second criterion isadded to emphasize that even under conditions of scarcity, DPI must
remain cheaperforthe ISP then purchasing extra bandwidth capacity..°

H2: Network security problems’ will drive ISPs towards the use of DPI. This hypothesis generates a
complementary relationship: we would expect to see ISPs that have adopted DPl as a security
solution end up with having higher (or atleast equal) security performance totheirpeers ata later
time period.

H3: States that have adopted high levels of surveillance of its population are more likely to push
their ISPs to deploy DPI. The tendency of a state to use large-scale surveillance depends onthe level
of threatthat it perceives, as well as the relative strength or weakness of civil rights protectionsin
that country.

H4: States that have adopted high levels of censorship and control of political and social speech
are more likely to push their ISPs to deploy DPI to effectively regulate online content

H5: The stronger the copyright and creative industries are in a country, the more likely the ISPs in
that country are to deploy DPI. DP| can be used to curb the sharing of copyrighted material online. It
has often been hypothesized that the power of copyright holdersisadriving force behind the
enforcement of copyrights, both by states and intermediaries such as ISPs. An oft-cited exampleis
France’s three-strikes legislation, which requires ISPs to cut off Internet access to customers, after
the publicauthority HADOPI judges that they have been downloading infringing material for the
third time and a judge confirms this sentence. Many observers have pointed to the relationship
betweenthe French governmentand the large media conglomerate Vivendito explain why France
has pioneered this type of legislation.

He6: Strong privacy protection regulation (as a legal barrier to the deployment of DPI) lowers the
probability of DPI adoption by ISPs. Turning the final use case, ad-injection, into a hypothesis
requiresabitmore work. Firms will always seek extra sources of revenue, given thatitislegally and
socially acceptable and fits with their existing business practices. Thus instead of focusingon the

® Pleasenote that although we state the hypotheses in casualterms - whichis acceptabledue to the existence
of theory motivatingeach one, the statistical instruments we use actually only testfor correspondence
between the mentioned variables. This limitation is discussed in more detail in Section 5 of the paper.

’ Exa mples of security problems includethe spread of malwareamong anISP’s user-base, outbound spamand
DDoS attacks originatingfromthe ISP’s address space.



positive push, itwould be best to hypothesizethe negative relations, i.e. the legal obstacles or
customer sensitivity that actas barriers to using DPI for ad-injection.

Such negative relationships fall in-line with another pattern commonly seen with regards to DPI
deployment. Kuehn and Mueller (2012) describe that typically ISPs initially start using DPl secretly; at
some point, the issue is discovered and subsequently followed by publicoutcry and attention of the
regulators. Thisin some cases resultsinthe ISP abandoning the practice, as was the case with
Comcastin the US. Thus, we have phrased the hypothesis to focus on privacy regulation as the
driver.

H7: Competitionin the Internet access market lowers the probability of DPI adoption by ISPs. This
wordingis chosen as consumer dissatisfaction with their ISP can only meaningfully manifestasa
force if they have the ability to switch to a different operator.

Table 3 — The conceptual model of the drivers of DPI adoption

Driver Effect on DPI ‘
adoption
Bandwidth scarcity & high costs of bandwidth Positive
Market & internal drivers Network security problems Positive
Competitive market Negative
Widespread government surveillance Positive
. . Strong privacy & civil right protections Negative
Political drivers - ; .
Widespread censorship Positive
Powerful copyrightlobbies Positive

3.3 Empirical model

In orderto testthe relationships presented in Table 3, we will need to measure or otherwise
quantify the expressed qualities. In afew of the cases, we have built these metrics ourselves, butin
the majority of cases we use existingindicators as proxies forthe measuring the quality. These
indicators have been chosen from areview of the indicators available in high quality public datasets.
The result of the variables and proxies are presented in the following table. Each variable is
discussed in more detail in the Findings chapter of the paper.

Table 4 — Empirical model with selected indicators and proxies

‘ Variable Indicator or proxy Source

International Internet bandwidth per Internet user; 8
Bandwidth ITu

) (Lower values indicates bandwidth scarcity atthe country)
scarcity & costs

Monthly Internet subscription fees for an entry level fixed

Market & broadband connection (cross-country comparable); T
Internal
Drivers . Infected machines (spam bots) per subscriber Own construct
Network security 9
(spamdata”)
Herfindahl-Hirschman Index, a measure of market Own construct

Competition concentration; (O=perfect competition, 10000=monopoly) (TG data™®)

® International Telecommunication Union’s World Telecom Indicators, http://www.itu.int/ITU-
D/ict/publications/world/world.htm|.

% See Van Eeten et al. (2010) for details of how this metric is built.
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User data requests by government made to Google. per Google 13
Surveillance Internet user; (Internet user data is from WDI ™)
. 11
& Privacy Privacyindex composed of constitutional & statutory Privacy
protections, privacy enforcement and other safeguards International **
Censorship of political topics (views opposing the ONI®S
government) online; scored between 0-4
Censorship of socially sensitive topics (e.g. sexuality, ONI
Censorship gamblingandillegal drugs) online;scored between 0-4.
Political Freedom of the press index, anannual survey of media Freedom
Drivers independence that assessesthe degree of print, broadcast, House'®
andinternet freedom inevery country
. The Polityindex examines concomitantqualities of .
Surveillance, - ; o _q . Polity-IV
. democratic and autocratic authority ininstitutions. The .17
Privacy & Censor. . . . Project
scoreis a spectrum from total autocracies to democracies.
Creative industry exports as percentage of services trade; UNCTAD
P 18
Strength of (Higher percentages indicatea stronger copyrightindustry) Statistics
copyright Software piracyrate; based on the volume and value of
i . . . . 19
industry unlicensed softwareinstalled on PCs in a given year; BSA

(High rates indicate a weak copyright industry )

3.4 Statistical instruments
We use a straightforward statistical instrument to explore the relationships, namely the Spearman

rank correlation. Thisisa non-parametrictest of statistical dependence. We use itto testthe
existence and strength of (bivariate) relationships between the DPI scores and the different
independentvariables. Most of the variablesin our datasetare not normally distributed and some
are based on an ordinal scale. This makes the use of a non-parametrictest necessary.*

Spearman’s rank correlation returns a p-value and a correlation coefficient (rho). We are interested
inboth. The p-valueisthe probability that the observed coefficient might be a resultarising by
chance. We use the 0.05 significance level and accept two variables as correlated when p<0.05. The

10 TeleGeography GlobalComms, http.//www.telegeog raphy.com/research-services/globalcomms-database-
service/index.html.

" We have combined the two categories as the Privacy Index contains data on both as privacy safeguardsand
surveillanceareto a certain extent two sides of the same equation and highly connected.

2 Worldbank’s World Development Indicators, http://data.worldbank.org/data-catalog/world-development-
indicators.

13 Google Transparency Report, http://www.google.com/transparen cyreport/userdatarequests/.

14 Privacy International’s Surveillance Monitor 2007,

https.//www.privacyinternational.org /repo rts /surveillance-monito r-2007-international-country-rankings.

13 OpenNet |nitative, http://opennet.net/research/data.

' Freedom House’s Freedom of the Press data, http://www.freedomhouse.org/report-types/freedom-press.

"7 Center for Systematic Peace’s Polity IV project, http.//www.systemicpea ce.org/polity/polity4.htm.
'8 United Nations Conference on Trade and Development, http://unctad.org/en/Pages/Statistics.aspx.

'% Business Software Alliance’s Global Software Pira cy Study, http://portal.bsa.org/qlobalpiracy2011.

20 Spearman’s rank correlation has a few other advantages in addition to being non-parametric. (i) it detects all
monotonic correlations between two variables, notjustlinearones (ii)itis muchless sensitiveto outliers and
(iii)itis notdisrupted by skewed variables, removing the need for variabletransformations.
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strength of the relationship is however determined by rho, and the sign of coefficient tells us
whetherrelationshipis negative or positive.

At this point, after calculating the DPI score, building an empirical model, and choosing our statistical
instrument, we are ready to proceed to the findings.

4 Findings

4.1 Descriptive findings
A basicfinding of this work is that Deep Packet Inspectionisinwide use by ISPs across the world. In

2011, undera third of the countriesin ourdataset show no significant use of DPI by theirISPs. Of the
remaining countries, half show some levelof DPl deployment, and the other half pervasive use of
the technology —meaning more than a few of their operators have deployed DPI, and in some cases
use it to throttle nearly all traffic. Figure 1visualizes these patterns.

Countries with pervasive
DPI use:

Brazil,Canada, China,
Costa Rica, Czech Republic,
Hong Kong, Israel, Japan,
Macau, Malaysia,
Morocco, Panama,
Portugal, Singapore, South
Africa, Slovakia,

South Korea, Thailand,
Trinidad and Tobago,
Tunisia, United Kingdom

0 0.5+

Figure 1- Heatmap of DPI usage among ISPs across 75 countries in 2011 (0.5 and higher are shown as one shade)

We see the widespread use across all three years, but with a surprising pattern: arise in DPIl use in
2010 and a subsequentdropin 2011.

Table 8 displays the DPIscores aggregated atthe country level. These country scores are weighted
averages of the operatorscoresin each country, takinginto account the number of subscribers. (See
footnote 24 for details on why weighted averages are used.)

Table 5 groupsthe countriesin three categories: negligible, noticeable and pervasive DPl use®’; the
stated patternis clearly visible. Table 6looks at the individual operator scores, irrespective of
country. >* Again, the pattern clearly holds:in 2009, 52% of the ISPs were using DPI. This rises to 64%
and then drops back to 48%.

*! The bounda ry conditions havebeen chosen as follows: countries in the negligible group contain zero (or just
one small) operators using DPI; the noticeable category have one or more operators using DPI for a select part
of their users;the pervasivegroup have many operators doing DPI, or a few doing DPI at highlevels, or both.
?2 The reason that DPI scores for ISPs up to 0.09 are considered as “No DPI” is related to the existence of false
positives inthe Glasnostdata. These arecases where Glasnostdetects speed differences in BitTorrent traffic,
and concludes the use of DPI, butin fact this is notthe case. Dischinger et al.(2010) give a detailed analysis of
why this miscategorization happens,and MPI (2011) states that this can occurinup to 16% of the cases, i.e.,
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Table 5 — Level of DPI usage in Countries (as deployed by ISPs) — summed by category and year

Year Negligible use Noticeable use Pervasive use Total
country score<.09 0.09 < country score < 22 country score >0.22

2009 22 26 28 75 countries

2010 17 31 27 75 countries

2011 22 27 21 70 countries

Table 6 — Grouping of ISPs based on whether they use DPI or not (see footnote 22 for score ranges)

No DPI Unknown Yes — Med. DPI use Yes - High DPI use Total
DPI score<.09 .09<DPI score<.13 .13<DPI score<.40 DPI score2.40

2009 116 35 68 59 278
48% . 28% 24%

2010 80 49 85 56 270
36% - 39% 25%

2011 109 31 68 31 239
52% - 33% 15%

How can we explain the peakin 2010? An explanation thatcomesto mind forthe surge is that mass
diffusion of DPI technologies took place in 2010. This could have been fora variety of reasons, such
as the technology becoming more affordable, orincreasing awareness of the possibilitiesand
benefitsamongISPs (and otherinterested actors). The subsequent drop can be explained by the
negative pushbackin some markets —be it by marketforces or political pressure. Table 7 lists
countriesaccording tothe rise or drop of DPIfrom 2009 to 2011.

Table 7 - DPI use trend by ISPs, 2009-2011

DPI Trend 2009-2011 Countries

Increasing Australia, Denmark, Japan, Morocco, Peru, Philippines, Slovakia, Sweden, Trinidad and
Tobago, United Kingdom
Decreasing Argentina ,Austria, Dominican Rep., Hungary, Ireland, Italy, Lithuania, Malaysia, New

Zealand, Poland, Puerto Rico,Romania,Saudi Arabia, Switzerland, UAE, Venezuela

Stable or

., . 33 + 16 countries
missing/inconclusive

The last observationisthat DPlimplementations seem to be moving towards “less aggressive”
practices (moving fromthe Yes—High tothe Yes-Medium category in Table 6). In otherwords,
operators are using DPI, butfor a smaller portion of theirsubscriberbase oronly during peak hours.

the falsepositiveratecould be as high as 16%. With the help of qualitative data on the individual ISPs in the
dataset —that is, by knowing which ISPs areinfact using DPI and which are not —we can fine tune the false
positiverate. We have found thatin practice ISPs with scores under 0.09 are not using DPl and those with
scores above 0.13 are usingit.Scores between 0.09and 0.13 remain unclear,and for this reason areclassified
as havinganunknown status.A final difference between the countryand ISP scores should be noted: Country
scores areaverages, hence we classify countries as say having negligent or noticeable DPI use (not no or yes);
whilelSPs as we saw can be classified with clear yes/no values.
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Table 8 - DPI scores 75 countries (288 operators) 2009-2011

Argentina 20.3% 3 1166  22.4% 15.1% 2 4.4 m 5

Australia 8.8% 2 1938  14.8% 1471  16.2% 5 743 54 m 6 +
Austria 20.6% 1 1181  10.4% 334 0.7% 0 88 22m 3 -
Belarus 7.4% 0 27 5.9% 17  14.3% 1 7 1.3m 1 ?
Belgium 13.4% 1 484  19.8% 230 11.4% 1 104 3.5m 3 =
Brazil 31.1% 5 14670 28.0% 3572 22.0% 5 2554 15.6m 7 =
Bulgaria 3.8% 0 26 30.7% 26 20.6% 1 19 1.3 m 3 ?
Canada 31.4% 4 7920  28.4% 3389 34.5% 4 2561 10.5m 9 =
Chile 17.9% 4 825  20.5% 328  20.2% 2 250 20m 5

China 57.2% 3 376  67.0% 149  71.3% 2 41 150 m 3 =
Colombia 13.0% 1 164  12.9% 90 9.4% 1 79 33m 4 =
Costa Rica 15.2% 1 33  19.3% 21 30.0% 1 10 0.3m 2 =
Croatia 7.1% 1 137 8.5% 105 7.2% 0* 23 0.9m 3 =
Cyprus 43.3% 1 42 5.5% 20 0.0% 0 7 0.2m 2

Czech Republic 27.3% 3 384 21.3% 184 24.3% 2% 45 23 m 4 =
Denmark 2.2% 0 333 4.8% 176 4.2% 1 46 2.2 m 3 +
Dominican Rep. 40.5% 1 74 6.7% 15  10.0% 0 20 0.4 m 1 -
Egypt 9.5% 1 85 5.9% 32 5.6% 0 18 1.8 m 2 ?
Estonia 6.9% 0 102 9.8% 61 9.7% 0 23 0.4 m 2 =
Finland 6.0% 0 518 9.8% 285 6.6% 0 63 1.6m 4 =
France 7.8% 0 2224 8.4% 867 3.0% 0 335 22.8 m 5 =
Germany 7.3% 2 2748 8.9% 1283 5.2% 1 327 273 m 9 =
Greece 6.4% 0 1371  13.8% 593 4.6% 0 339 2.6m 5 =
Hong Kong 69.0% 4 2101  52.8% 253 44.4% 3* 104 2.5m 4 =
Hungary 18.2% 2 1176  15.2% 540 8.4% 0 194 2.1m 5 -
Iceland 61.1% 2 62  59.8% 29  18.5% 1 11 0.1m 2 ?
India 9.5% 3 1407 11.2% 1097  12.9% 2% 858 134 m 8 =
Indonesia 13.6% 2 143 28.3% 75 17.6% 2 88 2.1m 3 =
Ireland 25.1% 4 797  19.2% 316 9.5% 2 92 1.1m 6 -
Israel 61.4% 3 2253  56.1% 2503  30.7% 3 206 2.1m 3 =
Italy 14.4% 3 6871 13.6% 2872 10.3% 2 711 13.4m 5 o
Japan 27.9% 2 1187  20.1% 660  29.9% 3 303 35.2m 7 +
Latvia 16.8% 2 71 14.6% 91 . . 0 0.6 m 3

Lithuania 31.5% 3 118  18.8% 54 10.7% 1 28 0.7m 3 -
Luxembourg 0.0% 0 11 10.0% 10 . . 5 0.2m 1

Macau 71.7% 1 92  78.3% 23 78.6% 1 14 0.1m 1 =
Macedonia FYR 0.0% 0 15 3.1% 16 . . o 0.3 m 3

Malaysia 84.8% 2 1143 77.0% 669  57.0% 1 325 2.7 m 2 -
Mexico 6.8% 2 464 11.1% 286 9.1% 2 195 123 m 5 =
Morocco 2.7% 0 37 20.0% 15  63.2% 1 68 0.6 m 1 +
Netherlands 8.4% 1 1962 6.9% 794 4.4% 1 163 6.4 m 6 =

23 The trend indicates whether DPI use has increased (+), decreased (-), remained more or less the same (=)
between 2009 and 2011, or is unknown (due to missing data or unclear op scores).

2 Country level DPIscores arecalculated usinga weighted average of the operator scores ineach country. The
weights are based on the broadband market share of each operator. The reasonthat a weighted averageis
used is that otherwise the scores would be skewed towards that of the ISP whose users runthe most tests.
Glasnostis crowd-sourced,soitis quitelikely thatusers that are suspicious their ISP will run thetest more.
Consider the caseof Germany, inwhich one small ISP is doing DPI, while all theother are not. Insuch a case,
unweighted scores would unfairly showa hightotal DPI.

*® The remaining operators inthat country could be not using DPI, inconclusive, or missing for that year
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Norway 487 7.6% 207

Panama 48.8% 1 41 37.8% 37  47.4% 1

Philippines 12.6% 2 945  19.4% 519  16.2% 3

Portugal 39.8% 3 2329  32.9% 1765  27.5% 3 456

Romania 15.3% 1 941  11.5% 422

Saudi Arabia 14.7% 3 92  17.9%

Singapore 66.4% 4 1410  49.7% 755  36.4% 3

Slovenia 13.9% 2 134  14.8%

South Korea 97.5% 3 127  85.8% 123 74.7% 3 57 18.7 m

Sri Lanka 42 26.2% 37

Switzerland 11.3% 1 316 7.5% 19

Thailand 56.1% 3 261  62.6% 532 44.7% 3

Tunisia 39.3% 1 61 13.2% 38  25.5% 1

Ukraine 7.4 82 3.9% 51

United Kingdom 24.2% 4 8332  28.4% 4631  31.7% 5 2157 204 m 7

Uruguay 15.4% 1 39 0.0% 10 11.8% 0*

Vietnam 21.1% 3 76 13.9% 60 17.9% 2%
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4.2 Bivariaterelationships
The results of the bivariate correlation tests between DPI score and the model’sindependent
variablesare summarizedin Table 9and explainedin the proceeding paragraphs.

Table 9 — Results of bivariate correlations between the operator-DPI-score and several indiciators 2

Independent Variable Spearman rank | Expected Observed HypotheSIS
correlation relation relation

International Internet p=0.00 Negative Significant, Accepted
bandwidth per user rho=-0.17
784 obs
Broadband Internet monthly p=0.00 Negative Significant, Accepted
subscription fees rho=-0.12
Market &
773 obs
Internal - - — -
. Infected machines per sub. p=0.00 Negative*  Significant, Rejected
Drivers . it
(Op. security performance) rho=0.12 positive
783 obs
Herfindahl-Hirschman Index p=0.00 Positive* Significant, Accepted
(Market concentration) rho=0.13 -
781 obs
User data requests (by p=0.82 Positive Insignificant = Rejected
governments) per user 401 obs
Privacy Index p=0.01 Negative Significant, Accepted
rhi=-0.10 negative
595 obs
Censorship of political topics p=0.00 Positive Significant, Accepted
on the web rho=0.20 -
454 obs
Censorship ofsocial topics p=0.00 Positive Significant, Accepted
on the web rho=0.30 -
454 obs
Political : - ——— P—
Drivers Freedom of the pressindex  p=0.00 Positive Significant, Accepted
rho=0.20 positive
775 obs
Polity index p=0.00 Negative Significant, Accepted
rho=-0.21 negative
753 obs
Creative services exports p=0.00 Positive Significant, Rejected
(as % of services trade) rho=-0.14 negative
687 obs
Software piracy rate p=0.00 Negative* Significant, Rejected
rho=0.15 positive
778 obs

* See footnote 26

%% An operationalization noteregardingrelations marked with stars:the encoding of several of the variablesis
such thatit causes the expected relation direction to “flip”. As an example, the freedom of the press index
actuallyindicates more restrictions wheniit has larger values. Thus, the hypothesis that press restrictions =
more censorship = more DPI would have an expected positivedirection, even though the direct wording might
suggest otherwise. The same holds for the other starredvariables. The network security performance variable
has an extra complexity attached due to the way its hypothesis is tested, which is explainedin the text.
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Market & internaldrivers

Hypothesis: Bandwidth scarcity coupled with high costs for bandwidth drive ISPs towards DPI
- ACCEPTED

We have used two indicators to test this hypothesis. The firstis international Internet bandwidth per
Internet user. This indicatoracts as a proxy forthe abundance or scarcity of bandwidth atthe
country level, as a large part of Internet trafficis destined for (or originates from) locations outside
of a user’s countryviainternational links. The indicator has a significant negative correlation:
countries with higher bandwidth per user on average make less use of DPI.

The second indicator is the monthly subscription fee for an entry level broadband connection.?” This
indicatoris a proxy for the ability of ISPs to compensate their bandwidth costs by demanding higher
prices from customers. Itis also negatively correlated with DPI.

Puttingthe two findings together, we can say that ISPs running low on bandwidth which cannot push
the costs for purchasing new capacity to theirsubscribers, seem more likely to deploy DPI to
effectively manage their bandwidth.

Hypothesis: Network security problems drive ISPs towards DPl < REJECTED

To be able totest this hypothesis, we had to take a differentapproach fromthe other hypotheses.
Cyber-security performance can be both a driver for DPI and an outcome of its deployment.
Consideran ISP that faces severe malware problems amongits user base and decidesto deploy DPI
to boost network security and reduce the spread of malware. Security performance functionsasa
driverinthissituation. Now, afterthe decision making and deployment phase, and after sufficient
time for the implementation to have an actual effect, we expectanimprovementin the security
performance of the ISP, i.e.adrop inthe number of infected machinesto levels equalto or better
than other. Here, cyber-security performance is the outcome of DPI.

What the empirical evidence shows usis thatin fact ISPs using DPl have a worse security
performance thantheir peers. Higher DPl use correlates with alarger percentage of bot infected
machines in the subscriber base. To explore the possibility that the DPlimplementation achieves the
desired effect overtime, we can look at the correlation peryear. Table 10 presentsthe results. For
the firsttwo years, we found no significant relationship. Then, for 2011, we found a positive
relationship, in otherwords, ISPs that have adopted DPI have a higherrate of infected machinesin
theirnetwork. If security had been adriverfor DPl adoption, we would expect the relationship to
move towards a negative correlation, becausethe ISPs that adopted the technology, we moving
towards lowerinfection rates. The exact opposite occursinthe evidence. This suggests that that
either DPlis not beingusedforsolving security problems, orifitis, it is very ineffective, which seems
unlikely.

Table 10 - Correlation between network security performance and DPI use across different years
Driver Correlation 2009 Correlation 2010 Correlation 2011
Infected machines per subscriber Insig. Insig. Sig., positive

%’ The ITU defines the entry level connection as havinga speed of atleast256kbps and a minimum cap of 1GB.
The prices areexpressed in USD PPP, makingthe variablecomparableacross countries.
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Hypothesis: Competition in the broadband market lowers the probability of DPI adoption
- ACCEPTED

The indicatorused here is the Herfindahl-Hirschman Index, a measure of market concentration. We
calculate it using the market share of the largest broadband ISPs in each country (subscriber counts
as a percentage of total broadband subscribers). More concentrated markets are thought to have
players with more market powerandtherefore less competition. A positive correlationis found,
indicatingthat DPl use is higherin more concentrated, less competitive markets.

A shortcoming of using HHI to measure competitionin in broadband markets, is thatitrelieson
marketsharesand they can be a bitmisleadingin some situations. Forexample, insome large
countries, there may be a substantial number of providers, but some of them may actually be
regional monopolies. In otherwords, they do not really compete with each other. In markets with
regional monopolies, national market shares do not adequately express the level of competition. In
the majority of countries we have mapped, thisdoes notseemto be an issue.

Politicaldrivers
Hypothesis: States that enact high levels of surveillance are more likely to push ISPs to deploy DPI.

Hypothesis: Strong privacy protection requlations lower the probability of DPI adoption by ISPs.
—> ACCEPTED

We presentthese two hypotheses jointly, as the issue of privacy regulations and surveillance are
highly connected. Infact, the Privacy Index, developed by the NGO Privacy International, combines
both phenomenoninasingleindex. Itincludes constitutional protection, statutory protection and
privacy enforcement on the one hand, and visual surveillance, communicationinterception and data
retention on the other®®.

The correlation between DPI and privacy index is negative, in accordance with our hypotheses.
Countries with stronger privacy safeguards —in law andin practice, show lower rates of DPl use. A
caveatregardingthe privacyindex isthatit has been constructedin 2007, while we use it for 2009-
2011. We do not expectthisto have a significantimpact, as privacy regulation and surveillance
practices are institutionalized phenomenaand therefore not subject to rapid change.

The other indicator, governmental requests to Google to disclose user data (normalized by dividing
by the number of Internet usersin each country) generates aninsignificant correlation. In hindsight,
thisindicator might be a rather weak proxy forgovernment surveillance. It could be the case that
some governments that request Google to disclose information on users do so due to an absence of
othersurveillance mechanisms. It could also be that some governments simply do not have the
necessary legal arrangementsin place to make such requeststo Google and may have reasons not to
seek such arrangement. Toillustrate, China has made zerorequests. Thisis mostlikely why only 28
countries have data.

In summary, using the Privacy Index as the proxy variable, we accept these hypotheses.

*® pleasesee Privacy International’s Surveillance Report 2007 for the complete listof components.
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Hypothesis: States that pursue high levels of censorship are more likely to push ISPs to deploy DPI
-> ACCEPTED

Using three differentindicators that quantify the level of censorship in a country, we obtain the
same result: a significant positive correlation exists between higher levels of censorship and
increased use of DPI.

Two of these indicators have been constructed by the OpenNet Initiative (ONI). One measures the
extenttowhich political websites —sites that publish views opposing government views —are
censored. The other measures the extent of censorship for websites touching socially sensitive
topics (e.g. sex, gamblingandillegal drugs). Both have a positive correlation, as hypothesized. An
interesting outcome is that the correlation coefficient forsocial censorship is much stronger than
that of political censorship (0.30versus 0.20). Multivariate analysis will be needed to explore the
meaning of this difference.

The ONI data is only available for forty of the countriesin oursample. Itis also not availableinatime
seriesformat. Justone data pointis provided foreach country, based on the last time thatthe
measurement was performed, ranging from 2007 to 2011. We therefore also used a third indicator
which doesn’t suffer from these shortcomings.

The third indicatoris the Freedom of the Press Index from Freedom House. The index isbased onan
annual survey of mediaindependence and assesses the degree of print, broadcast, and Internet
freedomin each country. As mentioned in footnote 26, the indicatoris encoded somewhat counter-
intuitively, such that higherscoresindicate morerestrictions. The correlationis positive: countries
with higher censorship also have higher DPl use among theirISPs, once againinline with the
hypothesis.

Meta-indicator: Polity index

The Polity conceptual scheme examines “concomitant qualities of democraticand autocratic
authority in governinginstitutions”. It envisions a spectrum ranging from fully institutionalized
autocracies, through "anocracies" and all the way fully institutionalized democracies. Ineffect, this
index captures an underlying property that drives government surveillance, privacy legislation and
censorship, and hence acts as a meta-indicatorin ourstudy. The correlation between the Polity
index and DPI use is negative, consistent with the othertests of this hypothesis and with the original
prediction.

Hypothesis: Stronger copyrightindustries make it more likely that ISPs will deploy DPI
- REJECTED

The rejection of this hypothesis was somewhat of asurprise. Two proxies are used to capture the
strength of the copyrightindustryin countries: creative services exports as a percentage of total
services trade, and the software piracy rate.

High exports of creative services (defined as personal, cultural and recreational services including
audio-visual services) points to the presence of strong creative industries. This can determine the
lobbying capability of these industries and their powerin pushingforregulations, orlaunching
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lawsuits that mandate ISPs to deploy DPI (to curb the sharing of copyrighted material online). The
observed correlation is negative, rejecting the hypothesis.

High rates of software piracy are also an indication of weak copyright enforcementinacountry.
Followingasimilar logic, aweaker copyrightindustry should resultin lower DPl use. The observed
correlationis however positive, once more rejecting the hypothesis.

Our interpretationisthatinthe political stand-offbetween the copyrightindustries and the
telecommunication companies, the former do not have the upperhand—atleast for now. Although
thisfindingis somewhat surprising, itin fact fits well with prior research by Mueller, Kuehn, and
Santoso (2012).

The correlation coefficients

As the closing subject, we turn our attention to the Spearman rank correlation coefficients. The
coefficients of the significant relationships all lie in the weak range (between 0.1and 0.3), i.e. they
show a weak relationship. This should not come as a surprise. [t would be more strange if the multi-
faceted phenomenon of DPl use by ISPs would be explained to ahigher degree viamono-causal
relationships. The more important questions, here, are whetherthe relationships are significant or
not, and whetherthe signs of the coefficients are in the expected directions or not.

5. Discussion and limitations

In this paperwe have used a quantitative method to answer our questions about the drivers of DPI.
As faras we know, itis the firstattempt known to empirically testanumber of much-hypothesized
relationships. Some of those widely-held ideas found supportin the evidence, others didn’t.

We also needto acknowledge the limitations of this analysis. First of all, we have to remind readers
of the ecological fallacy, a familiar problemin the environmental and health sciences: relations that
hold at the level of the population need not necessarily hold at the level of individuals in that
population. Forexample, although we observe that lower market concentrationis significantly
correlated with lower DPl use, this does notin any way hold for Canada or the UK. These countries
hold the second and fourth positionin terms of lowest market concentration score in our dataset,
and both make pervasive use of DPI.

Anotherimportant limitationis the reliance on bivariate analysis. To elaborate with an example, we
observe thatlowercompetitionis correlated with increased use of DPI; sois a high level of
censorship. Coulditbe thatthe countries with lower competition levels are also the same ones that
enact more censorship? In other words, could itsimply be that they share a common cause or that
oneisthe by-product of the other? Multivariate analysis and other statistical techniques are be
needed to address this matter. We hope to present thisin future work.

A second important limitation rises from the fact that while our DPI metriccaptures the use of DPI
only for P2P trafficmanagement, we are usingitas a proxy for the wider use of DPI. As discussedin
the methodology section we believe thatthisisavalid proxy. Priorresearch has revealed that traffic
managementisthe number#1 application of DPI. Furthermore, when DPlis deployed for otheruse
cases, itisalso typically used for bandwidth monitoring. This would explain why we observe
correlations between different political forces and the DPI score.
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A third limitation stems from the crowd-sourced nature of the Glasnost test used to build the DPI-
scores. The number of tests performedin 2011 was lowerthan the previousyears, resultingin forty
fewercasesforthat yearin the dataset. This could have an effect on the results. It also means that
expandingthe research to more countriesis not possible. We see noremedy for this limitation until
anothersource for testing the presence of DPlisfound.

6. Related work

The use of Glasnost data to look at DPI deployment patterns has been covered in multiple works.
These include research papers by Dischingerand his colleagues, websites such as the Network is
Aware Project’’, and works of other scholars. The media has covered them in many cases, e.g. the
New York Times (O'Brein 2011) and Ars Technica (Lasar 2011).

This paperdiffersinits descriptive findings from the mentioned works by developing the metrics
more robustly (forinstance by using weighted averagesto calculate the country scores). Ourmain
contribution has howeverbeenin attaching abattery of independent variables to the Glasnost data
to discernthe economicand political drivers that push foror inhibit the use of DPI. In doingso, this
work builds on qualitative research conducted in the area of DPI and Internet Governance by
Bendrath, Kuehn, Wagner and otherscholars mentionedin the text.

7. Conclusion

This paperaimedto contribute to the discussions surrounding the use of deep packetinspection
technology by answeringthe following research questions: (1) the extent towhich DPlisin active
use by ISPs worldwide; (2) identifying which of the economicand political drivers of DPl have a
significant correlation with its use. To answerthese questions, a DPl score was calculated for 288
Internetservice providersin 75 countries.

Regardingthe first question, we find that DPl use is widespread. Less than a third of the studied
countries showed no ornegligentuse of DPlin 2011. Of the othertwo-thirds, half were found to
have noticeable use of DPland the other half showed pervasive use. DPluse hasincreasedinsome
countriesand droppedin others during 2009-2011. On average, however, use of DPl peakedin 2010
and then dropped. This suggests that some ISPs are adopting the technology, whileothers have
stopped usingitdue to market or political push backs. And finally, currentimplementations of DPI
are less “aggressive” interms of number of the number users or times of day that throttling takes
place than previousyears.

Regarding the second research question, we investigated three market drivers and four political
ones. Amongthese, we find that bandwidth scarcity and costs of bandwidth correlates with higher
DPI use; as do lowerlevels of competition. Among the political factors, we find that high levels of
governmental censorship and weak privacy protections correlate with higher DPl use. These findings
are inagreement with our conceptual model.

Two hypotheses were rejected by the evidence. First, the strength of the copyrightindustryina
country does not correlate with the amount of DPI use by ISPs. Second, the security performance of
ISPs correlates negatively with DPl use, suggesting that network security is notadriver of DPI.

%% http://deeppacket.info
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Appendix

Table of summary statistics and histograms of all variables in the final dataset

For definitions and sources of the variables seethe methodology chapter.

Variable

Data points

Range (Mean, SD)

Distribution

Operator DPI scores N=787 0-1
75 countries m: 0.21
(Own construct, 288 operators sd:0.23
Glasnost data) 2009-2011
International 75 countries 0.7 - 965 outliers
Internet bandwidth 2009-2011 m: 61 removed
per Internet user sd:101 )
(ITU, WDI)
Monthly Internet 74* countries 4.8-49.5
subscription fees 2009-2010 .
(10 used for ‘11) m: 24.3
(ITU) sd:10.1
*missing: TW
Infected machines N=783 0-0.08 2 outliers
per subscriber Available foralmostall J removed
operators m: 0.003 :
(Own construct, 2009-2011 sd:0.006 :
spam data) :
HHI 74* countries 0.09-1
2009-2011 m: 0.35
(Own construct, sd:0.16
TG data) *missing: MY
Privacy Index 46 countries 13-31
2007 (scaleof 1-5)
(Privacy (scores copiedforall three m: 2.2
International) years) sd:0.51
Political censorship 40 countries 0-4
on the web one data-point per country m: 0.6
in‘07-'11 sd:1.1
(ONI) (copiedto allyears)
Social censorship on same as web-political- 0-4
the web censorship m: 0.8
sd:1.2
(ONI)
Freedom of the Press  75* countries 10-93
Index 2009-2011 .
m:33
(Freedom House) *missing: PR,MO sd: 20
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Polity Index

(Polity-1IV
Project)

Creative services
exports as % of
services trade

(UNCTAD)

Software piracy rate

(BSA)

70* countries
2009-2010
(“10 used for ‘11)

*missing: HK, IS, LU, PR, TT
63 countries

2009-2010
(‘10 used for ‘11)

73* countries
2009-2011

*missing: MO, TT

-10to +10
m: 8.0
sd:4.2

0.0-6.7
m: 1.2
sd:1.3

19 -89
m: 46
sd: 19
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